[Ipunoxenne N 1

IHAMATKA _ .
JJIAA OBYYAIOIUXCA Ob THPOPMALIMOHHOU BE3OITACHOCTHU JETEHN

HEJIb351

1. Bcem moapsig cooOmaTh CBOI YacTHYIO HHQPOpMAIHMIO (HACTOSAIIME UMS, (HaMUIHIO,
tenedoH, aapec, HOMep MIKOJIbI, a Takke (oTorpadun CBOU, CBOSH CEMbU U IPY3€i);

2. OTKpbIBaTh BIOXKEHHBIE (haIbl 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABHUTEIS,
3. I'pyOuth, npuanpathbcsi, OKa3bIBaTh AABJICHHUE - BECTU CE0s1 HEBEXKIIMBO U arpECCUBHO;

4. He pacrnopspkaiicss JIeHbIaMH TBOCH ceMbH 0O€3 pa3pelleHusl CTaplinxX - BCeria
CIpalluBai pOAUTEIEH;

5. He Bcrpeuwaiics ¢ HHTEpHET-3HAKOMBIMHU B PEANIBHOM KU3HH - IIOCOBETYMCS CO
B3pPOCJIBIM, KOTOPOMY JOBEpSEIlIb.

OCTOPOXHO

1. He Bce numyr npasny. Yurtaems o cede HenpaBay B MHTepHeTe - coobmu 00 3TOM
CBOMM POIMTEIISIM WJIH OIIEKyHaM;

2. [Ipurnamaiot NepenuchBaThCs, HTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;
3. HezakoHHOe KonrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;
4. Bcerna paccka3biBail B3pOCIBbIM O IpoOieMax B CETH - OHU BCET/1a IOMOTYT;

5. I/ICHOHBSYﬁ HaCTpOfIKI/I 0C30IMaCHOCTH H IMPUBATHOCTH, yTOOBI HE MOTCPATH CBOU
AKKAYHTBI B COLCCTAX U APYIrUX IOopTaIax.

MOKHO
1. YBaxail Ipyrux nojib30BaTeei;
2. [lonb3yenbcst IHTEpHET-UCTOUHUKOM - JI€Iail CChUIKY Ha HETO;
3. OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcst 32 MOMOIIBIO B3POCIBIM - POJIUTENH, ONMEKYHBl U aJIMUHHUCTPAIIAS CANTOB
BCET/1a IOMOT'YT;

5. Ipoitnu oOyuyenue Ha caiite "CeTeBUUOK" ¥ MOTyUr MacopT MU POBOro rpakIaHuHA!



[punoxenne N 2

NHO®OPMALIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA 1J1A PASMEIIEHUSA
HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IC, a IIKOJIbHUKMW OJHHU U3
caMbIX aKTHBHBIX IOJIb30BaTeneil PyHera. Mexay TeM, HOMHMO OTPOMHOTO KOJIHYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIieMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblit BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SIBIISIETCS CIIOCOOHOCTh K pasMHOXKEHHIO. B pomoiHeHHme K 3TOMY,
BUPYCbl MOTYT IOBpPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTb Bce (ailabl UM JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Oblia 3allylleHa 3apa)KeHHasl IporpaMma,
a TaKXe MOBPEIUTbh WIM JIa)Ke YHUYTOXKUTh ONEPALMOHHYIO CHUCTEMY CO BceMM (ailmamu B
1esoM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIlMOHHBIC CHUCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. llocrostHHO ycTaHaBiMBail mautu (UM(pPOBBIE 3aIJIATKU, KOTOpPbIE aBTOMAaTUYECKHU
YCTAQHABJIMBAIOTCS C ILENbI0 JOpabOTKM MporpaMMmbl) M JApyrue OOHOBJIEHUS CBOEH
omnepanroHHoN cucteMbl. CkaunBai UX TOJIBKO ¢ opuIMaibHOro caita paspadorunka OC. Ecnu
CYIIECTBYET PEXHUM aBTOMATHUYECKOTO OOHOBIJIEHUS, BKIIIOUH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE I10J MpaBaMy IOJH30BATEls, a HE aJMHHUCTPATOPA.
DTO HE TMO3BOJMUT OOJBUIMHCTBY BpPEAOHOCHBIX MPOTPaMM HHCTAUTMPOBAThCS HA TBOEM
HePCOHATIbHOM KOMITBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI M3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpannyp pu3HUECKHi JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Vcnonb3yii BHeMIHWE HOCUTENU MH(GOpMalnu, Takue Kak (remika, AMCK WK Qailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, TOTyUYEHHBIE U3 HEHA/IEKHBIX UCTOYHUKOB. Jlaxe
Te (aiibl, KOTOpBIE MPUCIIAT TBOM 3HAKOMBIN. JIydile yTOYHM y HEro, OTIpaBIIsy I OH Te0e uX.

Ceru WI-FI

Wi-Fi - 310 He B mepenauy JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy Hupepmanackas kommnaHws 3apeructpupoBana Opern "WECA", dro o6o3Havano
coBocouetanue "Wireless Fidelity", koropsiii mepeBoauTcs Kak "0ecrpoBOIHAS TOYHOCTB".



Jlo Hamiero BpeMeHM Jouula Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHosoruei. 910 abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIIICH 3ByKOBO# TexHukH Hi-Fi, uro B mepeBosie 03HavaeT "BbICOKasi TOYHOCTB".

Jla, OecruiaTHBIA MHTEPHET-IOCTYI B Kade, OTENAX M a’poropTax SBISCTCS OTIUYHON
BO3MOYKHOCTBIO BbIXOJia B HHTepHET. HO MHOTHE SKCIepThl CUUTAOT, uTO 00meaocTynHbie Wi-
Fi cetu He sBIsITOTCA OE30MACHBIMM.

Cogersl 110 Oe30macHOCTH paboThl B 00mIenocTymHbIX cetsix Wi-fi:

1. He mepemaBaii cBoro jmuHyr uHbopMmanuioo uepe3 obmemocrtymusie Wi-Fi cern.
Paboras B HUX, )KeNaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIIA, TOTUHBI U KAKHE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBIIAM aHTHBUPYCHBIE MpOrpaMMbl M OpaHaMayep. TemM caMbIM ThbI
o0e3omacuib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonws3oBanun Wi-Fi otkmoun ¢yakimoo "OOmmid moctynm K Qaiinam u
npuaTepam". JlaHHas (YHKIUS 3aKphITa MO0 YMOJYAHUIO, OJHAKO HEKOTOPHIC IOJIH30BATEIIN
AKTUBUPYIOT €e JUIsl y100CTBa MCIOJIb30BaHus B paboTe win yueoe;

4. He ucnone3yii myonmuuneiii WI-FI mis mepenaun nuyHBIX AaHHBIX, HAmpuMep s
BBIX0/Ia B COLIMAJIbHBIC CETH UJIM B AJIEKTPOHHYIO IIOYUTY;

5. Wcnonw3yil Tonmbko 3amuineHHoe coenuHenue yepes HTTPS, a we HTTP, T.e. mpu
Habope Beb-aapeca BBoau umenno "https://™;

6. B MmoOuiibHOM Tenedone otkimoun Gynkuuto "[loakmouenne k Wi-Fi aBromatiuecku".
He nomyckaii aBTOMaTH4YeCKOro MOJKIIIOUeHHs yeTpoiicTa K cetssm Wi-Fi 6e3 TBoero coriacus.

CoumnajabHble CeTH

CornuanbHble CETH aKTUBHO BXOJAT B HAIy JKW3Hb, MHOTHE JIOAM PAaOOTAIOT U KUBYT TaM
noctossHHO, a B Facebook yxe 3apermcTpupoBaH MUIUTHApP] YEIOBEK, YTO SIBJSIETCS OHOM
CeIbMON BCEX XKHUTeNed IMiIaHeThl. MHOTHE MOJb30BaTeld HE MOHUMAIOT, 4TO HHpOopmaims,
pa3MeIIeHHass UMH B COITMATIBHBIX CETSIX, MOKET OBITh Hal/IeHa M UCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH B COIMaJIbHBIX CCTAX:

1. Orpanmup comcok apy3eil. Y TebOs B Apy3bsAX HE JOJDKHO OBITh CIy4yalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amumail cBOI0 4acTHYIO *kHU3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXKICHUSI U JAPYTyI0 JUYHYI0 HWHGOpMaluio. 3J0yMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(POPMALIMIO O TOM, KaK Tl M TBOM POJMTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuiiai CBOI pemyTaruio - IepKH €€ B YUCTOTE M 3a/laBail cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MOITH30BATENU BUAETH, YTO ThI 3arpyxkaenisb? [logymail, mpexae 4eM 4To-To
OIyOJIMKOBATh, HAMMKCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIOJIb3YH CBOE PEAIBHOE UMS
U IPYTYI0 JUYHYIO0 HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO y4eObl U IIPOYEE;



5. U30eraii pazmemenus ¢ororpaduii B IuTepHeTe, rae Thl n300paskeH Ha MECTHOCTH, 110
KOTOPOH MOXKHO OIIPEJEIINTH TBOE MECTOIIOJIOKECHNE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOJMMO HCIIOJIB30BATh CIIOXKHBIE IMApOIIH,
cocrosiue u3 OykB ¥ IUQp U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. JAns conuanbHON CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naposu. Toraa ecinu Te€0s B3JIOMAOT, TO 3J0YMBIIUIEHHUKH MOJIy4aT JOCTYI TOJBKO K OAHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JEHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTeKeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTST HOJXYYUTh 3TH JICHBTH.

3JIGKTpOHHI)IG JCHBI'M TIOABHJIMCH COBCEM HCAABHO W HMMCHHO H3-3a O3TOrO BO MHOTHUX
rocyaapCTBax A0 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (YHKIMOHHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3JACISIOT
Ha HECKOJIbKO BHUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 9TO T€, B
KOTOPBIX pa3pemiaercss MPOBOAUTH ONepannu 0e3 WACHTH(PHUKAIWK IOJIb30BaTeNsl, a B
HEaHOHMMHBIX MJIeHTU(UKALKS 0JIb30BaTENs ABIsSETCS 0053aTeNbHOM.

Taxke ciemyer pa3nuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HEUATHBIE IEHBI'H (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblif yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUThH JOCTYN K cdyery. l[lpuBsizaHHBIA TenedoH MOMOXET, eciu 3alyaems CBOM
IUTATEXHBIA MapOoJIb WK 3aii/iemIb Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vcnone3yit omaHOpa3zoBbie mapoiu. [locne mepexoa Ha yCUIIEHHYIO aBTOPHU3AIMIO TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh KPa)XH WITH TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbli maposib. [IpectynHukam OyaeT He IpOCTO yragaTh CIOXKHBIN MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEP)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC W TIPONHCHBIE OYKBBI, IUGPHI U HECKOJIBKO CHMBOJIOB, TaKMe KaK 3HAaK J0JuIapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hampumep, $tRONQ!;;

4. He BBO/IM CBOM JTUYHBIC JAHHBIE HA CaTaxX, KOTOPHIM HE JOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DJIEKTpOHHASA MOYTa - 3TO TEXHOJIOTHS M MPEIOCTABIISIEMBIE €0 YCIYTH MO MEPECHUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOIIEHHUH, KOTOpPBHIE paCHpEAeNsioTCS B KOMIBIOTEPHOH CeTH.
OO0BI4HO 3JIEKTPOHHBIN IOYTOBBIHN SIIITAK BBITJISLTUT CIIETYFOIIIIM obpazom:
UMs_TIONb30BaTeNA(@HUMs_TOMEHa. Takke KpoMme Tepeadyd TMpPOCTOr0 TEKCTa, HMeEEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (hanbl.

OcHOBHBIE COBETHI 110 O6€301acHOi paboTe ¢ IMEKTPOHHON TOUYTOM:



1. Hamo BBIOpaTh MpaBWIIBbHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBINA BBIOOD
OecCIUTaTHBIX NMOYTOBBIX CEPBUCOB, OJHAKO JIy4dlle JOBEPSTh TEM, KOTO 3Haellb U KTO MEPBBIH B
pEUTHUHTE;

2. He ykaspIBaif B JNMYHOW ToYTe JIMUHYK HHGopmaruio. Hampumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Ucnonp3yii ABYXOTAIHYI0 aBTOPH3AIMI0. JTO KOrJa MOMUMO Iapojs HYKHO BBOJIHUTH
KOJ, IpuchiIaeMbiii o SMS;

4. BpiOepu CcHOXHBIA Tapodib. JIJIsi KaXAoro MOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HaJCKHBIH, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOKHOCTH HalMcaTh CAMOMY CBOW JIMYHBIA BONPOC, UCHOJIB3YH 3Ty
BO3MOKHOCTB;

6. HMcnonp3yii HECKONBKO IOYTOBBIX SINUKOB. IlepBbIii AN YacTHOM MepenmucKud ¢
aZpecataMu, KOTOPBIM ThI JIOBEpsACIIb. DTO SJEKTPOHHBIM aJpec HE HAJ0 HCIOIb30BaTh MpPHU
peructpanuu Ha Gopymax U carTax;

7. He oTKpbIBail (aiiiiel ¥ Apyrue BIOKEHUS B MHCbMaX, Ja)Ke €CIIM OHU HPHUIILTH OT TBOUX
apys3eil. Jlydiie yTouHH y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (ailibl;

8. [lociie okoHyaHust pabOTHI HAa TTOYTOBOM CEPBHUCE TEPE]l 3aKPHITUEM BKJIAJKU C CAUTOM
He 3a0y/1b HakaTh Ha "BeriiT".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTEJIbCTBO

KubepOymuHr - npeciieoBaHue COOOMIECHUSIMU, COJIEPIKAIIUMU OCKOPOJICHHSI, arpecCcuto,
3aIlYIrMBaHUEC; XYJIMTaHCTBO, COLIMAJIbBHOC 60ﬁKOTHpOBaHHe C MOMOLIBIO PA3JIMYHBIX MHTCPHET-
CEpPBHUCOB.

OcHoBHBbIE COBETHI 110 00pbOE C KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. JIyummmii crmoco0: mocoBeToBaThCs Kak ce0sl BECTH U, €CIIA HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHayajJe YCIOKOUTbCS. EciM Tl HayHenlb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO elrle OOJIbIIE pa30iiKellh KOH(IIUKT;

2. Yrpasinsii cBoeil kubeppernyTanuei;

3. AHOHMMHOCTHL B CETH MHHMAs. CYH_ICCTBYI-OT CITOCOOBI BBISICHUTBb, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XyJUTaHCKUN 00pa3 BUPTyalbHOW >Ku3HU. VIHTEpHET (UKCHpYeT Bce
TBOM JIEUCTBUSA U COXPAHSAET UX. Y AANUTh UX OyAeT KpallHe 3aTpyAHUTEILHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbli HeraTuB. OHOPa30BbIE OCKOPOUTENIbHBIE COOOIIEHHUS JIydlle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaaIbHOW CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOIIEHUH C OMPEIeTICHHBIX apecoB;



8. Ecmum TbI cBugerens kubepOyumHra. TBow [EHCTBHSA: BBICTYIUTH TPOTUB
IIpecIeoBaTeNs, MOKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOLIEP/KATh
KEpPTBY, KOTOPOH HYXXHA TIICHXOJOrMYEeCcKass IIOMOIIb, COOOIIUTH B3pOCIBIM O (aKTe
arpecCUBHOIO IIOBEJCHUS B CETH.

MoOnabHbIi Tes1ed)oH

CoBpemennble cMapT(HOHBI U MJIAHILIETHI COAEPKAT B ce0e BIIOJIHE B3POCIbIN (yHKIIMOHAT,
U TElepb OHU MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH KoMIlbioTepamu. OJHAKO, CPEACTB
3alUTHI IS TOJIOOHBIX YCTPOMCTB MOKa O4YeHb Maio. TecTupoBaHHE W TMOUCK yA3BUMOCTEH B
HUX TPOMCXOJUT HE Tak MHTeHCUBHO, Kak nis [IK, To ke camoe kacaercs M MOOMIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIH HACTOJBHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAJa BJeYeT 3a CO00H OOJBIIYI0 CIIO)KHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOHM3BOAMTEIM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO Teﬂe(bOHaI

Huuero e siBnsiercss mo-HacrosimiemMy OeciuiaTHbIM. Byas ocToposkeH, Beab Korga Tede
npeiaraT OecIIaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTb SMS, ¢oto niam Buaeo. Tel TOYHO 3HACIb, T1I€ OHU OYAyT
B KOHEYHOM HUTOre?

Heo6xomuMo 0OHOBISTE OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPaAMMBI [J11 MOOUITBHBIX Telle()OHOB;

He 3arpy)1<a1>'1 MMPUITIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHU MOIYyT COACPKATH
BPCAOHOCHOC TPOIpaMMHOC O6CCHC‘-ICHI/IC;

[Tocne Toro kak Thl BBIWJEIIb C caiiTa, TJ€ BBOAWJ JIMUHYIO HHPOpMAIUIO, 3aliau B
HACTpOiKK Opay3epa u yaamu COOKies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIE YCIIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoif HOMep MOOUIBHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIH U KOMY
JIOBEPSIEIIIb;

Bluetooth momkeH OBITH BBIKIIIOYCH, KOTJIa Thl UM HE MOJb3yelibcs. He 3a0biBaii mHOTIA
MIPOBEPSITH ITO.

Online urpsi

COBpeMeHHBIe OHHaﬁH-I/II‘pBI - OTO KpaCOYHBIC, 3axXBAaTbIBAIOIIUC PA3BJICUYCHUA,
06’LC,Z[I/IH$IIOIJ_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MUPY. HPpOKI/I HUCCICAYIOT JaQHHBIA UM MHp,
06HIaIOTCSI ApYyT C APYroM, BBIMMOJHAIOT 3aaHUsA, CpaXKarOTCA ¢ MOHCTpaMU M IOJY4YarOT OIIBIT.
3a YAOBOJIbLCTBUC OHHU IIJIATAT: MOKYIIAIOT AHUCK, OIIAYHMBAKOT a0OHEMEHT HIIH HpI/IO6peTaIOT
KaKue-TO OIIIIHUH.



Bce atum cpenctBa uMIyT Ha NOAAEpKAHME M DPAa3BUTHE UIPHl, a TaKkKe Ha caMy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALMH, BBITYCKAIOTCA HOBBIE IAT4U
(unpoBbIe 3aMIaTKU JIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUIpax CTOMUT oOIlacaTbCsd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALIUU OOJIBIIIMHCTBA UT P.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Eciim npyroii urpok Bener cedsl III0XO MM CO3/1aeT TeOe HEeNPHITHOCTH, 3a0JIOKUpYH
€ro B CIIUCKE UIPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UIPbl Ha IJIOXO0E€ IMOBEJEHUE ITOIO UTPOKA, KEJIATEIBHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THuHYI0 HHPOPMALIUIO B TIPOdaiiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranaBnuBaii Heo(uIIMaIbHBIC TTATYH H MOJIBI;

6. Mcnionb3yil ca0XkKHbIE U Pa3HbIE TAPOIIH;

7. Jlaxxe BO BpemMs WIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. lloka Thl Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

DOUIIUHT WA Kpaxka JUIHbIX JAHHBIX

OObIYHON Kpakel [eHer M JOKYMEHTOB CErofgHs YK€ HHUKOTO HE YIWBHUIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJOTUM 3JOYMBIIUICHHUKHA TEPEMECTUIIUCh B HWHTEPHET, |
MPOJIOIHKAIOT 3aHUMAThCS "MIOOUMBIM" IEIIOM.

Tak mosiBUIACh HOBas yrpo3a: MHTEPHET-MOIICHHMYECTBA WM (DUIIMHT, TJIABHAs IICTb
KOTOPOTO COCTOMT B IOJYYEHUH KOH(UICHIMAIBHBIX JAHHBIX IOJb30BaTeJed - JIOTHHOB U
naposeii. Ha anrmuiickom si3eike phishing uuraercs kak ¢umuar (ot fishing - peioHas o,
password - maposb).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecii Thl oJJ03peBaeliib, 4To TBOSI aHKEeTa Obljia B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTH aAMMHHUCTPATOpPaM pecypca 00 3TOM KaKk MOXKHO
CKOpee;

2. Ucnons3yit 6e3omacHble BeO-caliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonp3yil CIOXKHBIE W pa3Hble Mapoid. TakuM oOpa3om, eciau TeOs B3JIOMAIoT, TO
3II0YMBIIIJICHHUKHU TOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMaliv, TO HEOOXOIMMO MPEAYINPENNUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaBiieHbl y Te0s B IpY3bsIX, O TOM, YTO T€Os B3JIOMaJId U, BO3MOXHO, OT TBOETO UMEHU Oy/eT
paccbuIaThbCs CIlaM M CChUIKU Ha (PUIIMHTOBbIE CaliThI;

5. Ycranosu HazexHbIi naposb (PIN) Ha MOOMIIBHBIN TenedoH;



6. OTKIIIOYM cOXpaHEHUe mapoiis B Opaysepe;

7. He otkpbiBail (haiiiibl U Ipyrue BIOXKEHUS B MHCbMaX, AK€ €CJIM OHHU MPULIUIA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

[udposas penyranust - 3TO HETaTHUBHAs WM MO3UTHBHAs WH(pOpMAIMs B CETH O TeOe.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peaybHOM ku3HU. "Lludposas pernyranus” - 370 TBOW HUMUIK, KOTOPBIHA
dbopmupyeTcst u3 UHGopMauu 0 Tebe B HHTEPHETE.

TBoe MecTo XKHUTeNbCTBA, y4eObl, TBOE (PHHAHCOBOE IOJIOKEHHUE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCA B CETH.

MHorue noJapoCTKU JIETKOMBICIEHHO OTHOCATCA K IYOJMKAlMKU JMYHON MH(pOpManuu B
HHTrepHeTe, HE TTOHMMAas BO3MOXKHBIX IOCIHEACTBUN. Thl Jaxe HE CMOXKEIb J0rafarbCs O TOM,
9To (oTorpadusi, pazMelIeHHas 5 IeT Ha3zaJ, cTaja MPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pazmenieHue TBoux ¢ororpaduii u Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
JaKe MOCJIe TOTO, KaK Thl HX yJAIHIIb. Thl HE 3HACHIb, KTO COXPAHMII Ty WH(OPMAIIHIO, TToTalia
J¥ OHA B IOMCKOBBIC CHCTEMbI M COXPAaHWIACh JIM OHA, a TJABHOE: YTO MOIYyMAalT O Tede
OKPYKAIOIIHE JIFOJIH, KOTOPhIC HAWIYT W YBHIAT 3T0. HailTh WHQOpPMAIHIO MHOTO JIET CITYCTS
CMOJET JII000H - Kak M3 J0OphIX MOOYKIEHHH, TaK U C HaMEPEHHEeM MPUYMHUTH BpeA. DTO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETEHI I10 3alIUTC I.IH(l)pOBOfI penyranuu:

1. Ilonymaii, mpexkae yeM uTO-TO MYOJMKOBaTh M IepenaBaTh y ceds B Ojore Wiu B
COIIMAILHOM CETH;

2. B HacTpoiikax mpouis ycTaHOBU OTpaHUYEHHs HA MPOCMOTP TBOETO MPOUIS U €ro
COJZIEP’)KUMOT 0, CIIENal ero TOJbKO "Il Ipy3en';

3. He pa3memaii u He ykaspiBaili MH(OpMAIIHIO, KOTOpasi MOXKET KOro-IM00 OCKOpOJISTH
WA OOMKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTENN U(poBOro npoctpaHcTsa. OgHaKoO
JTAJIEKO HE BCE 3HAIOT, YTO IMOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOJIIOJICHHSI TTPaB HAa MHTEIJIEKTYAIbHYIO0 COOCTBEHHOCTb.

TepMun "WHTe/UIEKTyanbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAyrdM, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOQUIBMAMHU U
MY3bIKAJIbHBIMU [TPOU3BEICHUSAMM.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BENIECHUS
HayKH, JIMTEPATYPbI U UCKyCCTBA. ABTOPCKHUE ITpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa He OyAeT HampacHbIM, JacT €My CIpaBeIMBbIE
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTax CBOEro TPyZa, NOJYYUTh U3BECTHOCTb U NMPHU3HAHUE.
Huxkto 6e3 pa3perienns aBTopa He MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEECHUE, PACTIPOCTPAHSTH,



nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATh, HWMIOPTHPOBATh, IYCKaThb B IMPOKAaT, MyOIMYHO
UCTIOJIHATB, I0KA3bIBATh/UCIIOIHATE B 3pupe UK pasmewats B IHTepHeTe.

Hcnonp3oBanue "mUpaTckoro” MporpaMMHOTO OOECTIEYEHUs MOXKET NMPUBECTH K MHOTHUM
pHCKaM: OT MOTEPH JAaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKM TBOETO YCTPOWCTBA, T/e
yCTaHOBJICHA HeJlerabHas mporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIC
1 OecIutaTHBIE TPOTPaMMBbI, KOTOPhIE MO>KHO HAWTH B CETH.

O nopraJjie

CereBu4ok.pp - TBOW TIJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOJXKEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHSTHBIM U JOCTYIHBIM SI3BIKOM, @ MIPU BO3HUKHOBEHUM KPUTUUYECKOU
cUTyaluu oOpaTHTbCS 3a COBETOM. A Tak)Ke MPUHATH y4acTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTIaHUHOM !



